3) Knowledge-based quiz + document upload

You will have three attempts to pass the quiz within
three minutes. Follow the second method directions
for document upload.

Q: Can | use my CAC to logon to MHS GENESIS
Patient Portal?
A: As a CAC holder, you have the ability to

access the MHS GENESIS Patient Portal with your

CAC and bypass the remote proofing. However, it
is highly recommended to ensure you have a DS
Logon / create a DS Logon account as it will allow
you to access your information from any internet-
connected device without a CAC reader.

Military sponsors can request a DS Logon
account for dependents, bypassing the need to
remote proof. Ensure all information is current
in DEERS.

After logging into your account, select register
DS Logon for my dependents in the relationships
column. Select appropriate dependents and click
register. An activation code will be mailed or
emailed if consent is on file to the address (email)
on file. Dependents will receive steps on how to
complete the activation.

Q: Why is my DSL account locked/suspended?

A: DSL accounts can be locked for a variety
of reasons to include unusual activity. Account
locks can be unlocked by DMDC at 800-368-
3665. DSL accounts can be suspended due to
incorrect password attempts or inactivity or have
unsuccessfully tried to remote proof multiple times.
DMDC cannot remove a suspension from
unsuccessful remote proofing. To un-suspend
an account: Log into DSL, Select Un-suspend My
Account, Answer Challenge Questions and Change
Password.

Partner Sites Using

DS Logon Includes:

ARBA Case Tracking System (ACTS)

Army TAP Portal

Consolidated ID Card Office Online (C-IDCO)

eBenefits
Integrated Personnel Pay System-Army (IPPS-A)
milConnect
MHS GENESIS Patient Portal

TRICARE Online

U.S. Department of Veterans Affairs- va.gov

https://my.mhsgenesis.health.mil

For customer support, please contact
DMDC Customer Contact Center
800-368-3665.
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DS Logon Registration is a multi-step process that
can take up to 10 minutes to verify your identity. You
will be consenting to a soft-inquiry on your credit report
and receive a one-time PIN to the phone number
on file with DEERS. Depending on the verification
process, you may need your phone, driver's license
and credit card.

Chrome and Edge are the recommended browsers .

Before you begin the DS Logon account
process, please make sure your information
in DEERS is current. Your DEERS information
is what is used to verify your identity during
the DSL process.



Q: What is the MHS GENESIS Patient Portal?

A:The MHS GENESIS Patient Portal replaces
TRICARE Online and Secure Messaging. When fully
deployed, it will allow you to:

* Manage primary care medical and dental appointments;

* Review clinical notes, referrals, lab and test resullts,

* Exchange secure messages with your health care team,

* Complete pre-visit questionnaires and more

Beneficiaries can access the MHS GENESIS
Patient Portal using their CAC or through a DS
Logon account.

Q: What is the DS Logon account?

A: DS Logon makes it easy for you to access your
information across DoD and VA partner websites.
You can view your financial and benefits information;
Personally Identifiable Information and Personal
Health Information; claim statuses and records. If
you have a DS Logon from a partner site, then you
may use your same username and password to
access the MHS GENESIS Patient Portal from any
internet-connected device without a CAC reader.

Q: Who needs a DS Logon for MHS GENESIS
Patient Portal?

A: Beneficiaries without a CAC (ex: dependents,
retirees). Service members should create a DS
Logon account in order to have access their health
records on the MHS GENESIS Patient Portal from

any internet-connected device without a CAC reader.

Q: Can | use my DS Logon from TOL?

A: Yes. If you already have a DS Logon account
from another government site that already uses
DS Logon, then you can use the same username/
password to access the MHS GENESIS portal.
Partner sites that use DS Logon include: va.gov,
milconnect, ebenefits.

Q: What can | expect when | create a DS Logon?

A: When creating a DSL account, the DSL
validates and verifies your identity using a data
vendor and by supplying information you have
knowledge of and that you are in possession of.

The information you provide (called remote
proofing) is a multiple step process that will
protect your Pl and PHI in partner applications.
All information sent to the data vendor is
encrypted, protected and is only used to verify
identity at the time of remote proofing.

The system randomly selects which of three
methods is used to remote proof: financial
verification with a knowledge-based quiz;
document upload and a selfie; knowledge-based
quiz and document upload.

Remote proofing must be completed in one sitting
in the time limit provided. Information you enter
must match information in DEERS. Please have
driver licenses, credit cards, and other documents
available before you start the process. Having a
cell phone with a camera available also makes the
process easier when uploading documents/selfie.

You have 3 attempts to successfully remote
proof. If you fail and are receiving an error,
your ability to remote proof is suspended for 31
days. DMDC cannot remove the suspension.

After you remote proof, you will verify your contact
information and verify two-factor authentication. You
will choose a phone number to receive a one-time
PIN (OTP). After entering the OTP, you confirm the
primary email address and phone number to make
changes, create a password and set up challenge
questions to complete registration.

Passwords must be changed at least every 180
days and must meet password requirements.

Q: What are the three methods to remote proof?

A: The system will randomly select one of three
methods to remote proof:

1) Financial verification + knowledge-based quiz
You can select the account type you would like
to use (credit card, or other like loan info). When
selecting credit card, you must enter the last 8-digits.
When selecting other account, you must enter the
full account number. The expiration date and CVV
# are NOT required. The card cannot be in dispute,
frozen or expired, must be in your name and on your
credit report.
You must also pass a knowledge-based quiz in
less than three minutes. You have three attempts to
successfully complete the quiz.

2) Document upload + selfie

You will have to upload documents for identity
verification. Documents include a driver’s license, a
passport, state department ID, etc. Take a photo of
your selected documents and submit for verification.
Do NOT use your military ID, veteran/DAV card, PIV
card, expired ID and/or Foreign issued documents.
If you are on a non-mobile device, you may be
prompted to select an image stored on your device
instead of taking a selfie.

Helpful Tips:
* Only jpg images are supported

* Place document on flat surface & take picture from above

* Use a solid background

* Take the selfie straight on to your face (not from
above / looking up into camera)

* Do not wear hats, glasses, or distractive clothing
when taking a selfie

* Ensure photos are sharp, clear, with no glare/reflections,
no filters are used, information is easy to read

* Fill as much of the screen as possible, without cutting
off or cutting off part of the document



